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The COVID lockdown forced companies to close 
their physical offices and become virtual 
workplaces. Organizational change of this scale 
normally takes 5-7 years of planning and 
deliberation. With no alternative, millions of 
businesses became virtual in two weeks.   

Welcome to the New Normal, aka, the Zoom Age. 

Tens of millions of Americans have learned to 
work from home; many will never return to a 
brick-and-mortar office. Virtual conferencing 
platforms such as Zoom have surpassed email as 
the dominant mode of business communication. 
Nimble, forward-thinking organizations are 
finding ways to dominate the Zoom Age. 
Inefficient, backward-looking companies will 
collapse under the weight of obsolete models 
and mindsets. 

With the sudden and remarkable rise of Zoom, 
senior managers are asking:  Should our 
company record Zoom calls? 

Conventional wisdom says “Record Nothing.” 
Many corporate counsel cite the high cost of data 
storage, the impracticality of reviewing Zoom 
data at scale, and the risk of preserving damaging 
evidence as reasons not to record Zoom calls.  
See, e.g., Jonathan G. Hardin and Ryan Parietti, 
"On the Discoverability of Virtual Meetings.” 
https://www.perkinscoie.com/images/content/
2/3/235712/ReutersWestlaw-Hardin-Parietti.pdf  

The “Record Nothing” school of thought 
overestimates the costs and burdens of managing 
Zoom data, overlooks valuable business 
intelligence that Machine Learning can unlock, 
and fails to account for risks inherent in not 
recording Zoom calls. 

Video conferencing platforms like Zoom have 
configuration options that allow meeting hosts 
(and sometimes participants) to record and save 
a copy of the meeting. Lawyers who advise 
clients to disable that feature might suppose 
that this prevents Zoom meetings from being 
recorded.  

This is not a valid assumption. 

Zoom call participants have no way to ensure 
that somebody is not recording a call without 
their knowledge. It makes no difference if the IT 
department disables the Record function within 
the Zoom platform. Participants can use screen 
recording software or even a camera phone to 
capture the meeting without other participants' 
awareness. More broadly, it is prudent to 
assume that video conferencing data is 
collected wholesale by government and non-
government actors. 

Companies should be clear that, on Zoom, 
nothing is off-the-record. Many problems can 
be avoided by conspicuously reminding call 
participants that Zoom calls are recorded and 
data-mined. Don't say anything on Zoom that 
you don't want to see on Twitter.  

Should Zoom calls be recorded?  They already 
are.  The question is really whether the company 
can access its own copy if the need arises.

“Go virtual or go broke.”

Every Zoom Call Is 
Recorded Somewhere

Forward-thinking companies should consider 
a more proactive approach: “Record 
Everything and Learn From Everything.”  

Here are several important considerations for 
creating a Zoom data retention policy.
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Lawyers often assume that “spoken-word” 
communications (e.g., Zoom calls) are difficult to 
review. With the rise of unsupervised Machine 
Learning systems, this assumption no longer 
holds. 

Thanks to rapid advances in Machine Learning 
and cognitive computing, Zoom calls are now 
readily reviewable at massive scale. The old 
method of reviewing audio – the “headphones 
and notepad” method – is obsolete. 

By way of illustration, AGNES Intelligence has 
developed a Next-Gen, Machine Learning 
powered forensic data platform that can  
(i) ingest Zoom data to a secure environment;  
(ii) transcribe the raw audio using best-of-breed 
voice-to-text technology; (iii) index each 
transcript, making them “concept searchable”;  
(iv) execute searches across millions of hours of 
Zoom data; (v) generate a dynamic table-of-
contents from millions of search results, showing 
the reviewer what topics exist within the data; 
and (vi) at the click of a button, taking the 
reviewer directly to the content of interest.

Machine Learning Makes 
Zoom Calls Easy to Review

Going forward, lawyers should not assume that 
the Proportionality Rule will shield Zoom data 
from production. Now that Zoom data is readily 
searchable and reviewable at large scale, it will 
likely overtake email as the primary source of 
evidence in 2020s litigation.

Zoom Data Is Not 
Expensive to Host
Lawyers often assume that Zoom data is 
expensive to host at large scale. While data 
storage was expensive a decade or two ago, the 
cost has fallen dramatically. 

As an example, suppose a company has 1000 
employees who each average 4 hours of Zoom 
calls every work day, generating 4,000 hours per 
day. On an annual basis, assuming 250 work days, 
this would be one million hours of Zoom calls 
created each year. 

Every hour of Zoom data requires 1 gigabyte of 
storage, which means that a year’s worth of Zoom 
calls will take up about one petabyte (1024 
terabytes) of storage.  Commodity cloud storage 
solutions cost under $500,000 per petabyte per
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year (a figure that can be reduced further by 
putting old data into cold storage or building a 
dedicated data center).  Data storage costs are 
continuing to decline and should not drive 
the decision whether to record Zoom calls.

Zoom Calls +  
Machine Learning =  
Business Intelligence
Companies that do not record Zoom calls are 
throwing away valuable business intelligence. 

From a data perspective, a year’s worth of 
transcribed and indexed Zoom calls can reveal 
important facts about the organization, its 
capabilities, and its relationships. 

For example, imagine your sales team is 
making a proposal to a Fortune 100 company. 
Wouldn’t it be nice to data-mine 3 years of 
Zoom calls and immediately know what your 
organization has been saying about that 
customer?  Imagine the business intelligence 
that could be gleaned if senior management 
had godlike omniscience over every 
business communication conducted over the 
company’s network.  Machine Learning 
makes this a reality. 

Using a form of unsupervised Machine 
Learning called Agglomerative Nesting, it is 
now possible to search millions of hours of 
Zoom calls for specific words or terms. The 
resulting search results are then analyzed, 
clustered, and, in milliseconds, a dynamic table 
of contents is extracted, showing what 
concepts are contained within the data.

As data volumes grow exponentially and the 
economy becomes virtual, knowledge 
management is becoming exponentially more 
demanding. The larger the company, the more 
difficult the task. In the Zoom Age, companies 
that use technology to leverage their 
knowledge, talent and relationships will 
dominate. 

Corporate litigation is a major expense that is 
difficult to control. One survey of Fortune 500 
companies found that in 2012, these companies 
spent $210B on litigation, or about one-third of 
their after-tax profits. Bank of America alone spent 
roughly $6B. These figures refer to legal fees and 
costs, not money paid in settlement or judgments. 

A high-stakes business litigation can cost tens of 
millions in legal fees. Because of the complexity of 
discovery and outdated procedural rules, major 
commercial cases can take 5 to 7 years to resolve. 

In complex commercial cases, what is actually 
being disputed?  

Often, the factual dispute comes down to who 
said what at a meeting. Lawyers take great pains 
to decipher handwritten notes and probe the 
memories of participants, trying to reconstruct a 
meeting that took place years earlier. The exercise 
is expensive and does a poor job of finding truth. 

By recording Zoom calls, companies can 
eliminate disputes over who said what. When a 
dispute arises, the General Counsel can go to the 
videotape and resolve the matter quickly, often 
without involving outside counsel. Every dollar not 
paid to lawyers is a dollar of profit. Companies can 
cut litigation costs by recording and archiving 
Zoom calls and adopting Machine Learning tools 
capable of searching the data efficiently.
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Defend Against DeepFake 
Attacks
Companies should record Zoom data as a 
countermeasure against fraudulent and 
malicious DeepFake attacks.  See “Everybody Can 
Make Deepfakes Now!” https://www.youtube.com/
watch?v=mUfJOQKdtAk  

Everyone knows that documents and images can 
be falsified using Photoshop or other software. Not 
everybody realizes that DeepFake technology can 
fabricate audio/video in the same manner. 

Advances in AI and cognitive computing now 
enable highly sophisticated audio and video 
manipulation techniques. This synthetic media 
content is referred to as a DeepFake. DeepFake 
technology is currently able to create a convincing 
simulation of a person’s voice or superimpose one 
face on a different body. 

DeepFake technology poses a grave threat to the 
integrity of our justice system. Lawyers and judges 
need to pay close attention.  DeepFake technology 
will make a mockery of justice if countermeasures 
are not implemented now. Courts should be 
building a blockchain-based forensic data 
infrastructure capable of assuring the sanctity of 
electronic evidence. Without this system, evidence 
fraud will run rampant and will be nearly 
impossible to detect or prove. The needed 
technology exists today and can be implemented 
within 12 months at reasonable cost. What is the 
integrity of our judiciary worth? 

DeepFake technology is real and is undoubtedly 
being used today to falsify evidence.  

https://towardsdatascience.com/deepfake-
detection-is-super-hard-38f98241ee49 

Even worse, once DeepFake technology enters the 
culture, it will cast doubt on the veracity of all 
recorded media.

Companies that do not record Zoom data are 
sitting ducks for DeepFake attacks.  

Imagine your company is sued. The plaintiff 
demands all of your Zoom data. You respond, “we 
don't retain Zoom data.” At that moment, the 
plaintiff knows that it can use DeepFake 
technology to falsify Zoom calls without fear of 
being discovered. If a company does not have a 
copy of its Zoom calls, it cannot refute malicious 
DeepFake attacks. 

The risk of DeepFake attacks is not limited to court 
proceedings. Most corporate CEOs have hundreds 
of hours of video data on YouTube and other 
places. That’s plenty of source data to create a 
DeepFake. What happens when a short-seller 
releases a purported Zoom video showing your 
CEO spewing racial slurs? The CEO insists he never 
said it.  You suspect a DeepFake but you cannot 
prove it.  As your stock plummets and Twitter mobs 
demand the CEO’s resignation, your ability to 
exonerate your CEO depends on having a 
complete Zoom archive.  At that moment, do you 
want to be the one who advised against 
recording Zoom calls?

Conclusion
The question of whether or not to record Zoom 
data is a major company decision that should 
involve all stakeholders. The existence of Machine 
Learning can give senior management immediate 
awareness of the company’s operations at a level 
of granularity never before possible.  

As Machine Learning continues to advance, a 
company's Zoom archive will become an 
indispensable source of business intelligence and 
a vital defense against emerging forms of cyber-
attacks. 

Welcome to the Zoom Age.
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